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Please configure the following two new rules, when you want to setup the Firewall for Compass Software.

1.1 RPC Dynamic Ports Rule
Press the Windows Key + R, type wf.msc and press Enter.

= B <

Navigate to Inbound Rules and create a New Rule.

Run X
— Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.
Open: ‘ wf.msc -
S e
ﬁ dows Defender Firewa ed Ses — ] X
File Action View Help
e = BE
# Windows Defender Firew| [LILIL G TS Actions
&3 Inbound Rules ame Group - Profile * || [nbound Rules -
&3 Outbound Rules 9 abPhotoDMCD Al
% Connection Security R abPhoto aemon & New Rule L
. Monitoring 9 abPhotoDMCDaemon All i .
- 9 abPhotoWindowsUpnp All ' Filter by Profile 4
@ abPhotoWindowsUpnp All 7 Filter by State »
@ AcerPortalccd Al T Filter by Group »
9 Acerportalced All
N View 13
@ COM Surrogate Public
% COM Surrogate Public & Refresh
& COM Surrogate Doma = Export List.
9 COM Surrogate Dome Help
#1 CHCliant Avtamatic Cliant Lndat, Dk

Under Steps you will find the option Program. Select Program and check All Programs

. Then press Next.

@ New Inbound Rule Wizard

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
o Rule Type

o Progiam —
@ Action

o Profle

o Name

Does this rule apply to all programs or a specific program?

@ Al programs

Rule appliesto all connections on the computer that match other rule properties.

O This program path:

Example: clpathlprogram exe
“%ProgramFiles%\browser|browser exe

X
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In the next window select Allow the connection and press Next again.

ﬂ New Inbound Rule Wizard X
Action
Specify the action to be taken when a connection matches the conditions specified in the rule I}
Steps:
What action should be taken when a connection matches the specified conditions?
@ Rule Type
@ Program
B @ Allow the i <
L LT ' This includes connections that are protected with IPsec as well as those are not.
@ Profile
» Mame O Allow the connection if it is secure
This includes only connections thathave been authenticated by using IPsec. Connections will be
secured using the settings in IPsec properties and rules in the Connection Security Rule node
Customize...
O Block the connection
<Back Cancel
After that, please uncheck the Public check box.
e New Inbound X
Profile
Specify the profiles for which this rule applies
Steps:
When does this rule apply?
@ Rule Type
@ Program
@ Action Domain
» Profile Applies when a computer is connected to its corporate domain
@ Name Private
Applies when a computer is connected to a private network location, such as a home or work
place.
B q _
<Back Cancel
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After pressing Next, name the rule RPC Dynamic Ports and click Finish.

e New Inbound Rule Wizard s
Name
Specify the name and description of this rule
Steps:
@ Rule Type
@ Program
@ Action Name
@ Profile ﬁ |RPC Dynamic Ports|
@ Name
Description (optional):
<Back Cancel
Open the Properties of the newly created RPC Dynamic Ports rule:
ﬁ Windows Defender Firewall with Advanced Security — O x
File Action View Help
| HE =]
@ Windows Defender Firew NEERILE T ES Actions
&3 Inbound Rules Name Group - Profile * || Inbound Rules -
Outbound Rules o -
BC tion S i : & NewRule..
- Moonn:fgri':; SCUTY S abPhotoDMCDaemon  Disable Rule Al _ _
= abPhotoDMCDaemon| Cut Al ¥ Filter by Profile ’
abPhotoWindowsUpng Copy All Y Filter by State »
@ abPhotoWindowsUpng Delete All ¥ Filter by Group »
ACerPorTaIt[d Properties All View ,
@ AcerPortalced oy Al
COM Surrogate S Public G Refresh
COM Surrogate Public |= Export List..
COM Surrogate Doma Help
COM Surrogate Doma
CtiClient Automatic Client Update Public RPC Dynamic Ports -~
@ CtiClient Automatic Client Update Public # Disable Rule
8 Cii i El
@ CtiServer Client Setup Dom ¥ cut
CtiServer Client Setup Doma )
Dienst "Bonjour” Public 5 Copy
Dienst "Bonjour” Public K Delete
ESTOS Automatic Client Update Doma E  Properties
ESTOS Automatic Client Update Doma
) i Help
FastObjects Server 12.0 Domaz
@ FastObjects Server 12.0 Doma
FastObjects Server 9.5 Doma
FastObjects Server 9.5 Doma
FastObjects Server 9.5 Public ,
< > ||« >

Opens the properties dialog box for the current selection.
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Under Protocols and Ports you need to change the Protocol type to TCP, the Local port to RPC Dynamic
Ports and the Remote port to All Ports.

RPC Dynamic Ports Properties X
Advanced Local Principals Remote Users
General Programs and Services Remote Computers Protocols and Ports Scope

Protocols and ports
w=  Prolocol type.# TCP ~

Protocol number (=

Local port # RPC Dynamic Ports e

Example: 80. 443, 5000-5010

Remote port q All Ports ~

Example: 80. 443, 5000-5010

Internet Control Message Protocol (ICMP)
seftings:

Firewall Setup CS © Compass Software 2019
417



|7| Compass
|¥ | Software

Firewall Setup for Compass Software

1.2 Poet DB Server rule

The next step is to add a new rule concerning the Poet Server executive file.

Add a New Rule under Inbound Rules. Select Program under Steps and check This program path. Browse to
the folder you installed Compass Software to. There is a subfolder named PoetObjectServer.

| ﬂ New Inbound Rule Wizard x|

Program

Specify the full program path and executable name ofthe program thatthis rule matches.

Steps:
Does this rule apply to all programs or a specific program?
@ Rule Type
» Program <
# Action O All programs
@ Profile Rule applies to all connections on the computer that match other rule properties.
@ Name

ﬁ @ This program path:
|"»{:ProgramF\Ies% (x86)\Compass Software\Treppensoftware-Programme ND\Pc| Browse... |

Example: c\path\program.exe
“%ProgramFiles“%\browser\browser.exe

<Back Next > Cancel

Now this is the important part:
Select the ptserv32.exe if you use a 10.9.x.x version or older of Compass Software.

Select the FastObjectServer.exe if you use a 10.10.x.x version or newer of Compass Software.

| M = | PoetObjectServer — O >
Home Share View o
« v <« Program Files (x86) > Compass Software > Treppensoftware-Programme ND > PoetObjectServer ~ Q) | Search PoetObjectServer R
~ Name Date modified Type Size ~
for C Softw FastObjectsServer.exe 3/8/2019 1:37 PM Application 662 KB
or Lompass >0 are X
. p ﬁ @ ptserv32.exe 2/8/2019 5:59 PM Application 565 KB
version 10.9.x.x )
ptserver.exe 3/8/2019 1:37 PM Application 152 KB
f& Compass Software GmbH v for Compass Software version 10.10.x.x v
37 items == | =]
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After doing so select Next. Allow the connection, then select Next.

o New Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:

What action should be taken when a connection matches the specified conditions?
@ Rule Type
# Frogam @ Allow the i ‘
L G ' This includes connections that are protected with IPsec as well as those are not.
@ Profile

O Allow the connection if it is secure
@ Name

This includes anly connections that have been authenticated by using IPsec. Connections will be
secured using the settings in IPsec properties and rules in the Connection Security Rule node.

Customize

O Block the connection

<Back - Cancel

Important: please uncheck the Public checkbox.

ﬂ New Inbound Rule

Profile

Specify the profiles for which this rule applies

Steps:
When does this rule apply?
@ Rule Type
@ Program
@ Action Domain
» Profile Applies when a computer is connected to its corporate domain
@ Name Private
Applies when a computer is connected to a private network location, such as a home or work
place.

Uncheck Public sy

<Back
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After selecting Next, you need to name the rule in the following window. Name it Poet DB Server and Finish

the rule configuration.

If you use a 10.10.x.x version or newer of Compass Software, please name the rule to Poet DB Server 12.0

ﬁ New Inbound Rule Wizard

Name

Specify the name and description ofthis rule

Steps:
@ Rule Type
@ Program

@ Action

@ Name

@ Profile ﬁ |PnetDEiServer|

<Back

1

X

Cancel
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